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Globalization has 
created a ecosystem 
used by the criminal 
organizations as part of 
their activities… 

This ecosystem is made up by technological elements which are interconnected and 
promoted by  the internationalization of economy 

E-commerce 
BOOSTING GROWTH 

International Transactions 
DIFFiCULTY IN TRACKING 

 
 

Payment means 
A CASHLESS SOCIETY 

 

Interconnected world 
MIGRATION  Instant messaging 

TIME IS THE NEW VALUE 

Emerging elements 
CRIPTOCURRENCIES 

Commercial relationships 
ONE WORLD MARKET  

Internationalization 
IN THE ECONOMIC HYPE 

In terms of Security Management it is essential to develop a new framework of analysis 
and investigation  Spanish National Police 



Terrorism, human 
trafficking and 
Organized Crime are 
the main threats that 
our societies have to 
face… 

The Spanish National Police is strongly working on both Prevention and Investigation 

Our organization fights all these threats using a professional and specialized approach Spanish National Police 



1. Structure  2. People  3. Resources  

COMPLEXITY 

HIERARCHY 

INTRAVIOLENCE 

DURABILITY 

NATIONALITY 

GENDER 

AGE 

SPECIALIZATION 

VIOLENCE 

BUSINESSES 

TECHNOLOGY 

WEAPONS 

VEHICLES  

BOATS 
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These could be some of them There are different 
ways to approach 
organized crime 
analysis… 
 

… but I invite you to improve this classification 



Understanding the 
Criminal Markets is 
the key to identify risks 
and develop how-to-
do measures to 
mitigate them 

4. CYBER 
RISKS 

2. FRAUD & 
FALSIFICATION 

3. VIOLENCE 

1. ILICIT 
TRAFFICS 

• FRAUD 
• PORNOGRAPHY 
• INFRASTRUCTURE 
• DATA THEFT 
• INDUSTRIAL ESPIONAGE 
• ATTACKS ON PRIVACY  
• ILLEGAL TRAFFIC 

• DRUGS 
• PEOPLE 
• VEHICLES 
• WEAPONS 
• ART PIECES 
• RADIOACTIVE MATERIAL 
• INFLUENCE, CORRUPTION 

• FRAUDS 
• FALSIFICATION 
• SCAM  
• INSTITUTIONS 
• DOCUMENTATION  
• LICENSED PRODUCTS 

• HOMICIDE 
• ROBBERY 
• KIDNAPPING 
• EXTORTION 
• BURGLARY 

but… what is the common point of all of them? Spanish National Police 

All the criminal organizations focus on activities to rise their economic objective 
and we will defined them as the Criminal Markets… 
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Cryptoactives are a very attractive emerging element for criminal organizations … 

• Global and decentralized payment 
•  Operates without intermediaries 
•  Reliability 
•  Operations are  irreversible 
•  Low cost 
•  Speed 
•  Potential of anonymity 

IMPACT ON 
O.C. 

• Transforms organizational schemes 
(from vertical to horizontal) 
•  'Fixed' staff becomes 'temporary staff': 
part-time experts 
•  Personal relationships are transformed 
into intercommunication in encrypted 
forums 
 

• It appears in 2009 
• First police operation in Europe: 
2013 
• 1400 cryptocurrencies 
• Bitcoin, Ethereum, Bitcoin Cash, 
and Ripple: 81% market 
 
 

ATRACTIVE 
FOR O.C. 

s  

• Sensitive to  regulation 
• Without state support 
• Opacity: its major weakness 
•  Important risks for users 
• Non-existent warranties 
• Technology: its  ally and also its 
major enemy. 
 

EMERGING 
ELEMENT 

WEAKNESSES 

… not only regarding money laundering but all kind of criminal activities 

  

The Cryptoactives are a 
heterogeneous set of 
payment instruments 
without a physical 
support and no  
Government backing , 
whom regulation  is still 
embryonic or without 
legal regulation at all 
 





Globalization has favored the sophistication of the methods to achieve economic profits… The aim to achieve 
economical profit is 
the truly transverse 
factor in all Criminal 
Organizations 
  

 
... which feeds the motor of criminal organizations and allow them to continue with their 

activities 
Spanish National Police 



Boosting the economic 
structure of criminal 
organizations will 
impact directly in all 
their operations… 

The actual objective of the criminals is obtaining both economical profit and 
power… 

ECONOMICAL 
PROFIT 

Part of this profit is              
re-invested into the 

economic chain… 
 

Prevention 

CYBER 
CRIME 

ILLEGAL 
TRAFFIC 

FRAUD & 
FALSIFICATION 

VIOLENCE 

Action, 
intervention 

CRIME 
MARKETS 

MONEY 
LAUNDRY 

Spanish National Police 



Prevention  Investigation  

Spanish National Police 

We need to develop 
new multi-level and 
interdisciplinary 
measures to anticipate 
the emerging and  
transverse factors of  
criminal 
organizations… 
 

transverse 

Em
er

gi
ng

  

… but I consider the need to mention in this forum how important is the 
International Cooperation 

International Cooperation: 

- It is essential in our globalized world. 
 
- Fighting against money laundering 
structures is effective only with a good 
multilevel cooperation net between 
states. 
 

- It is indispensable to exchange 
internationally not only information, 
but also intelligence. 
 

- The majority of our investigations 
have international connections, so  all 
kind of economic information needs to 
be exchanged really fast.   



Thanks for your time 
and attention… 

ANY QUESTIONS? 

Salvador Cantero 
Police Commissioner  
Spanish National Police 



Apendix 

Additional information 

Spanish National Police 



Judicial Department Structure 
DIRECCIÓN GENERAL DE LA POLICÍA 

General Director of Police 

DIRECTOR ADJUNTO OPERATIVO 
Operation Assistant Director 

 

SUBDIRECCIÓN GENERAL DE 
RECURSOS HUMANOS Y 

FORMACIÓN 
General sub-directorate of human 

resources and training 

SUBDIRECCIÓN GENERAL DE 
LOGÍSTICA E INNOVACIÓN 

General sub-directorate of logistics 
and innovation 

SUBDIRECCIÓN GENERAL DEL 
GABINETE TÉCNICO 

General subdirectorate of the 
technical cabinet 

CG INFORMACIÓN 
Information General 

Department 

CG POLICÍA JUDICIAL 
Judicial General Department 

CG SEGURIDAD CIUDADANA 
Civic Security General 

Department 

CG EXTRANJERÍA Y FRONTERAS 
Migration and Alien Affairs  

General Department 

CG POLICÍA CIENTÍFICA 
Scientific Police General 

Department 
 

DIVISIÓN DE PERSONAL 
Personnel Division 

DIVISIÓN DE DOCUMENTACIÓN 
Documentation Division 

DIVISIÓN DE FORMACIÓN Y 
PERFECCIONAMIENTO 

Training Divison 

DIVISIÓN ECONÓMICA Y 
TÉCNICA 

Economic  and Technical 
Division 

DIVISIÓN DE COOPERACIÓN 
INTERNACIONAL 

International Cooperation 
Division 



COMISARÍA GENERAL DE POLICÍA JUDICIAL 
Judicial General Department 

UC DROGAS Y CRIMEN 
ORGANIZADO (UDYCO) 

Drugs and Organized Crime 
Central Unit 

BC DELINCUENCIA ECONÓMICA 
Y FISCAL 

Economic and fiscal Crime 
Central Brigade 

BC INTELIGENCIA FINANCIERA 
Financial Intelligence Central 

Brigade 

BC DE INVESTIGACIÓN DE 
BLANQUEO Y ANTICORRUPCIÓN 

Money Laundering and 
anticorruption Central Brigade 

UNIDAD ADSCRITA A LA FISCALIA 
ESPECIAL CONTRA LA CORRUPCIÓN Y 

LA CRIMINALIDAD ORGANIZADA 
Unit Attached to the Specialized in 
Corruption and Organized Crime 

Prosecutor’s Office 

BRIGADA DE INVESTIGACIÓN 
DEL BANCO DE ESPAÑA 
Bank of Spain Brigade 

UC DE DELINCUENCIA 
ESPECIALIZADA Y VIOLENTA  

(UDEV) 
Violent and Specialized 

Crime Central Unit 

UC DE INTELIGENCIA 
CRIMINAL  

(UCIC) 
Criminal Intelligence Central 

Unit 

UC DELINCUENCIA 
ECONÓMICA Y FISCAL  

(UDEF) 
Economic and  Fiscal Crime 

Central Unit 

UNIDAD DE INVESTIGACIÓN 
TECNOLÓGICA 

(UIT) 
Technological Investigation 

Unit 

UC ATENCIÓN A LA FAMILIA 
Y MUJER (UFAM) 

 Woman and Family Central 
Unit 

 

SECRETARÍA GENERAL 
General Secretary 

BC ESTUPEFACIENTES 
Narcotics Central  Brigade 

BC CRIMEN ORGANIZADO 
Organized Crimen Central 

Brigade 

UNIDAD ADSCRITA A LA 
FISCALÍA GENERAL DEL ESTADO 

Unit attached to the State 
General Prosecutor's Office 

BC INVESTIGACIÓN DE LA 
DELINCUENCIA ESPECIALIZADA 

Specialized Crime Central 
Brigade 

BC INVESTIGACIÓN DE  DELITOS 
CONTRA LAS PERSONAS 

Offenses against people rights 
Central Brigade 

BRIGADA DE PATRIMONIO 
HISTÓRICO 

Historical Heritage Brigade 

BC INVESTIGACIÓN 
TECNOLÓGICA 

Technological Investigation 
Central Brigade 

BC SEGURIDAD INFORMÁTICA 
Informatic Security Central 

Brigade 

BRIGADA OPERATIVA 
ATENCIÓN A LA FAMILA Y A LA 

MUJER 
Operational Brigade 

GABINETE ESTUDIOS 
Study Cabinet 
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