University of Groningen
Campus Fryslan

Botnet and Flashcrash: Al and the
Future of Cyber Crime

Prof. dr. Andrej Zwitter



Traditional vs. Cyber

* Taxonomy of Al Enhanced Crime
* Effect on Governance And LEAs

Overview
* Governance
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Global day/night cyberactivity
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Taxonomy of Al enhanced
crime (AIC)

* Hacking with Al enhanced tools:
* Image classification (Captchas) / Cryptography /
automated vulnerability discovery

* Phishing (impersonation / reverse phishing
detection)

* ML enhanced profiling and manipulation
(Social Engineering)
* ML poisoning

* Robotics and unmanned vehicles as tools
(smuEgImg drones / drone attacks / swarm
attacks)



* Financial (direct — theft / indirect — market manipulation)

Taxonomy of Al enhanced
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Effects on Governance and LEAS
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* Threat expansion / Change of Character /

New Threats / New Threat Areas (Assets,

e.g. Data)

* Criminal liability

* Digitalization / Community Policing /

Humlint / CrowdSourcing

* Collaboration with Al Development

Community
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Thank you for your
attention!
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