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Data Science Department

8 people (data scientists) - PhD, MS, Eng.

 Development of software applications for criminal intelligence analysis
* Control over the code, open source development

* Model as a small research lab, or startup
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Increase in the available data

* Exponential increase in available data
* Steady tendency

* Traditional methods are not applicable anymore

e We need new methods and tools

Twitter's worldwide monthly active users
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People with landlines: 2.2 billion

Massive growth in unstructured content
Worldwide corporate data growth (in exabytes)
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45% of Global Population

People with cars: 2.8 billion

36% of Global Population

28% of Global Population

58% of Global Population

People with running water: 3.5 billion
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Global IoT Device Forecasts

# of global connected
devices (in billion)
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Al and the Intelligence cycle

. Research plan
Examples of actions where Al Q e
could perform a crucial role! Eéo - Synthetize old patterns
s 0.
and -O- - Suggest actions and resources
The right information at the . o

direction based on old cases

right time

A - Automatic alerts

L
-:(x; - Suggest distribution channels

Decide what is a worthy data

= }-» - What should be collected and in which
‘-] ™ context?

- What is the source reliability?

Automatic data treatment
Which tools can help to solve

@ iﬁgv - Data Cleaning
the present case/problem ®

Analyse @@
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- Big data visualization
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Generic Al model

GPS

Accidents

Criminality

Weather

Events

Data Science Department (DSD/SCRC)

Output data
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Criminality Forecasting

Qmmm Analyse et Visualisation Evolutive de la Délinquance

Lp s Mai2016- Al 2018

{ Analyse évolutive | Répétabilité criminelle |

Infracions: | 2 - ATTEINTES AUX BIENS —

Criminalité en ZGN - Février 2017

Etat de la délinquance par agrégat

A1 Projection

Total
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Départements les plus touchés - Février 2017
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acial Recognition
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e Automatic detection of faces over images and videos
e Correlation with known individuals
[ face detector x \( [ face detector X - -
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Named entity and link detection

Entity labels ( select all)
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= Provide some organization

to unstructured content

( Train Model o
— Handle content from
diverse sources
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Criminality patterns and seriality

e Detect criminal series automatically and as fast as possible
* Link unsolved cases to criminals or criminal groups
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Automatic text tagging and abstract

creation
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Bienvenue CAMARA Daniel @ @ &
Résultats : 2 €

M- - IErE oo |  High volume of documents

Carte de punaises Auaahlnd-n -

Document analysé : % & protecting-the-fleet-web.pdf -

i o * Simplify data assessment

Résumé automatique

L)
security in the next three years future cyber attacks may be fleetwide attacks. Read this paper for an inside look at how fleetwide cyber threats: The massive complexity of the connected car ecosystem makes it . D e C r e a S e t I m e t O a S S e S S t h e

vulnerable fo cyber attack. What does a cyber misstep cost? That is where cyber security comes in. Rather, a secure architecture requires that cyber security be integrated into every step of the development
process. Establishing a multilayered security model, including the cloud, telematics, and on- vehicle layers, will be the key to successful implementation of vehicle cyber security. Engineering teams and suppliers

should build cyber security requirements into the design specifications for all software and hardware components. the potential risks of a fleetwide cyber attack. i m p O rt a n C e Of a d O C u m e n t

Analyse en fonction de I'importance des phrases Echelle: | 10 | couleurs

. L] .
Protecting the fleet ... and the car businessSponsored by KPMG' s U.S. Manufacturing Institute Automotive Centerwww.kpmg.com/us/automotive Today' s cyber-physical threats disrupt automotive operating .
models Protecting the fleet ... and the car business@ 2017 KPMG LLP , a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent member firms affiliated with KPMG a S y O ‘ ' l I I l e n ‘ a S S I I ‘ a I O I I

International Cooperative ( * KPMG International " ) , a Swiss entity . All rights reserved . The KPMG name and logo are registered trademarks or trademarks of KPMG International . NDPPS 638248 Contents
Ready for a car hack ... times one million ? 2 What is hiding in the wireless communication fog ? 5 Cyber disruption will transform automotive businesses 10 Steering the way fo more secure fleets 14 Making the
right turns ahead 19 How KPMG can help 20 About the authors 21 @2017 KPMG LLP , a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent member firms
:% affiliated with KPMG International Cooperative { * KPMG International " ) . a Swiss entity . All rights reserved . The KPMG name and logo are registered trademarks or trademarks of KPMG International . NDPPS
= 698248 1Protecting the fleet ... and the car business Ready for a car hack ... times one million ? Modern vehicles are marvels of innovation . Even today’ s most popular models are chock full of technology and

connectivity . The average car contains more than 150 million lines of code , plus multiple individual computers and a vast number of wireless connections to internal and external communication channelst . It
@ can stream music . send texts , offer real - time traffic information and personalized roadside assistance , detect nearby activity through sensors . and even drive autonomously in controlled situations.2 This
immense amount of on - vehicle technology has created automobiles that have more lines of code than a 2016 [Ford F-150 , an F-35 fighter , and a Boeing 787.1Moreover , vehicles and their users are data
hungry . By the end of 2017 , North American users will consume an average of 6.9 gigabytes each month . Five years from now , that number is expected to more than triple.3 When you couple these figures
with the rollout of 5 G by the cell carriers in all major metropolitan areas — which will enable the data speeds necessary for additional vehicle innovation and autonomy — it is clear that the “ Internet of Cars " (
loC ) is already here . The i i ity of vehicle te has benefits , but at the same time , it creates a real risk of cyber attack — a risk we fear many companies in the automotive
industry may be underestimating .\Vehicle hacking incidents have been well - documented over the past several years , drawing attention fo the issue within the industry . According to the KPMG 2017 U.S. CEQ
Outlook Survey , 85 percent of automotive executives say their organizations will increase cyber security spending in the next three years , and 56 percent expect * significant investments’—more than all other
industries surveyed.4 Many manufacturers have made huge strides in addressing cyber security issues within their vehicles , taking various approaches to the challenge even as the threat landscape continues to
evolve and solutions continue to emerge and mature . Finding and fixing vulnerabilities in the hardware and software embedded inside individual cars will continue to persist as a key issue for automakers

That risk is the potential hacking of entire flests of cars ( see sidebar on page 3 ) . Due Io the potential platformwide impacif IR R R e R Rea et
I EER G ET R e T R E I ERRE I el 1 “ Vetronics , Software and Cybersecurity " ( Wind River , AeroAuto Conference , May 4 . 2017 ) 2 * Auto industry diverges on timeline for self -
driving cars " ( Automotive News , March 16, 2017 ) 3 “ We' Il all be crazy data hogs by 2022 " ( CNET , June 13,2017 ) 4 KPMG 2017 U.S. CEO Outlook Survey ( KPMG LLP , 2017 )@2017 KPMG LLP , a
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